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Cyber Joint Standard Compliance

secure ' provides a comprehensive suite of tools and services that
addresses key requirements of the FSCA Cyber Joint Standards.

Overview of Service

SMBsecure™ is tailored to help your small
business stay secure and earn trust while
remaining compliant.

SMBsecure™is an inexpensive all-in-one fully
managed service to de-risk your business with
device & email attachment encryption, device
lock & Kkill, phishing defence, cyber risk
awareness education, reporting, proof of data
encryption, layered access controls, MFA and
cybersecurity risk discovery. Easily add-on
Financial Protection for Data Breach, Cyber
Extortion and Business Email Compromise
with the bespoke SMBsecure Cyber Warranty.

HOW IT WORKS

secure™ patented
technologies from leading and world
class technology vendors that can
be deployed in minutes to make

leverages

securing your data on PCs, Macs,
USBs, Mobiles and Emails a Total

Breeze. Addons provide additional
GRC for FSPs.

DISCLAIMER: This is not a legal advice document. It is only guidance to FSPs..

IT GOVERNANCE AND RISK MANAGEMENT v

e Risk Discovery: The managed Cybersecurity Risk Discovery service focus
on assessing and identifying risks and provides insightful attack surface
management which directly addresses FSCA requirements for risk
assessment and management.

¢ Reporting: Reporting capabilities provide audit trails and documentation
necessary for demonstrating compliance to the FSCA.

e Cyber Warranty: This add-on provides financial protection against key
cyber events, which is an element of risk management.

PROTECTION OF SENSITIVE INFORMATION v

e Device Encryption: This feature directly addresses the FSCA's mandate
to protect sensitive data on devices, especially in cases of loss or theft.

e PDF Email Encryption: Protects sensitive information sent via email
correspondence (attachments), fulfilling data protection requirements.

e Misdirected email governance: This feature prevents sensitive
information being sent to the wrong recipients.

CYBERSECURITY AND CYBER RESILIENCE v

e Multi-Factor Authentication (MFA): Essential for securing access to
systems and preventing unauthorized access, a key component of
cybersecurity.

e Cyber Awareness Training and Phishing Simulations: Enhances
employee awareness of cyber threats, reducing the risk of successful
phishing attacks and social engineering to build up the Human Firewall.

e Access Control: Provides tools to manage and restrict access to sensitive
data and systems, mitigating risks of unauthorized access.

e Managed DMARC & TLS: This add-on assists in securing email
communications, reducing the risk of email spoofing, phishing & BEC.

COMPLIANCE WITH REGULATONS v

e POPI & Cyber Joint Standards Toolkits: These add-ons directly help
with compliance to the POPI Act and Cyber Joint Standard regulations - a
requirement for all FSPs - and mandated by the FSCA.

e Proof of Data Encryption: Provides the necessary documentation to
demonstrate compliance with FSCA data protection requirements.

OVERALL VALUE FOR FINANCIAL SERVICE PROVIDERS v

SMBsecure™ simplifies and enhances cybersecurity for small and mid-sized
FSPs, helping to meet several key requirements of the FSCA Joint Standards.
It inexpensively offers broad coverage for compliance that includes data
protection, risk management, and employee training. This leads to lower risk,
improved compliance, and increased business resilience and trust.



