SMBsecure™

Patented technology, deployed
’ in minutes, makes securing your
organisational data on Windows
PC and Mobile Devices a
TOTAL BREEZE!

Get Data Security & Compliance as part of your
everyday data processing.

atented tect r any standard: POPIA, GDPR, NIST, PCI-DSS, etc.

All-in-One Fully Managed Service to De-risk your Business with Data & Email
Encryption, Authentication Controls, Device Lock/Kill/Locate, USB Policy, Phishing
Simulations, Cyber Risk Training, Check4Phish™, Reporting & Proof of Data Encryption.

ENCRYPT

PC & Mobile Device Encryption

Make use of encryption methods native to your operating system to ensure the most
seamless and most secure means of encryption for your data at rest on your PC &
Mobile Device. On Windows PCs, you get persistent Bitlocker for Volume level
encryption, as well as fully managed key control, key backup & retrieval with real-time
encryption risk monitoring for your convenience.

SAFEGUARD

Secure PDF Email Encryption

When sending email containing any personal or sensitive data from Microsoft Outlook
on your PC, as the Sender you are the "Responsible Party" so send it using secure end-
to-end encryption in password-protected portable document format (PDF), just like the
banks do! The Outlook plugin allows flexible options to send data securely to avoid 3rd
party data exposure, earn trust from customers by demonstrating effective security,
PROT ECT and remain compliant with the Protection of Personal Information Act (POPIA), etc.

Remote Lock / Kill / Locate PCs and Mobile Devices

¢ Kill device immediately if stolen.
¢ Quarantine data access until correct access can be confirmed.
e Locate lost or stolen devices.

DEFEND Phishing Defence & Cyber Security Awareness Training

e Secure your first line of defence, the Human Layer.

¢ Includes Check4Phish™ for suspicious emails received on PCs.

e Be prepared by learning to identify phishing scams which mimic real-life attack.

SMBsecure™ provides value- * Cyber Awareness Training, so you don't fall prey to scams designed to steal
added Protection for Small your (or your customers') information and money.
and Medium Businesses. ¢ Become AWARE to Avoid Being a Victim.

Now you can build and maintain
trust, compliance, and competitive
advantage!

POPI Toolkit

Optional add-on resource kit for DIY POPI compliance.

Find out more at smbsecure.co.za or email info@smbsecure.co.za


https://www.smbsecure.co.za/

SMBsecure

De-Risk Your Business.

C effective encryption & devi curity for ar

SMBsecure™ Subscription Plans
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Fully Managed and done for you v v v

ENCRYPT SMBsecure™ Bundled Features

_ Device Encryption, Remote Lock, Remote

Kill and Remote Locate,
SAFEGUARD USB Storage Port Blocking

_ PC Preboot Authentication
BitLocker Drive Unlock
PROTECT [ :

_ Secure PDF Email Encryption
DEFEND

Check4Phish™ + Security Awareness /
Training & Phishing Simulations

Authentication Policies

[Idle Lock, Password Policy] el JZ L

D I N I N

Computer 2FA

Advanced Computer Protection
[RiskResponders®]

N

USB Storage Encryption & Security

SMBsecure™ Is Add-On

Device + Sensitive Email +

Phishing Defence + Supply Email Security Compliance /
Chain Risk + POPIA [DMARC, MTA-STS, TLS, BIMI]

Tailored To Help Your
Small Business Stay DIY POPI Toolkit v v v
Secure And Earn Trust T T e T
o .« o an pp Vulnerablility Detection
While Rer.nalmng Patching v v~ v
Compliant.
Coverage for PC + Mobile ~ Windows Server MFA v’ v v
/

A

RiskResponder® = Registered technology from Beachhead Solutions, Inc for automated protection on compromised and stolen computers
2FA = Two Factor Verification for Computer Login | POPIA = The South African Protection of Personal Information Act
Check4Phish™ = Button inside Outlook to have any suspect email physically inspected for phishing by a real-human.

Find out more at smbsecure.co.za or email info@smbsecure.co.za


https://www.smbsecure.co.za/
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